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F O R  U N I V E R S I T I E S ,  C O L L E G E S  A N D  T R A I N I N G  I N S T I T U T E S  

Graduate SOC analysts, not just cybersecurity 
graduates. 

Sanraksha.SANJAY is a complete Security Operations Centre in a box, built for the classroom. Students 

work a live SIEM alert queue, write correlation rules, run SOAR playbooks and defend an attackable 

enterprise estate, on synthetic data, with no internet, no cloud accounts and no per-seat tool licences. 

Faculty run whole cohorts through timed attack drills and grade from what students actually did. 

60+ 

correlation 
rules 

25+ 

attack 
scenarios 

750+ 

auto-graded 
Range questions 

20+ 

guided 
labs 

10+ 

certification 
tracks 

0 

internet 
required 

 

 

W H Y  I N S T I T U T I O N S  C H O O S E  S A N J A Y  

Zero infrastructure burden 

One lab PC or one department 

server. Runs fully offline, so it 

works in air-gapped labs, during 

exams and in campuses with 

restricted internet. No cloud 

subscriptions, no vendor SIEM 

licences to renew every 

semester. 

Industry-real workflow 

The alert queue, MITRE ATT&CK 

mapping, Sigma rule import, 

playbook runner and threat-intel 

pivots follow the same workflow 

as the commercial SIEM and 

SOAR consoles students will 

meet in their first job. Skills 

transfer, not just concepts. 

Assessment built in 

Range questions grade 

automatically. A 13-area 

competency matrix fills in from 

real actions, not self-reporting. 

Ten certification tracks map to 

Security+, CySA+, BTL1/2 and 

GCIH objectives, with timed 

exams and printable certificates. 
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C U R R I C U L U M  I N T E G R A T I O N  

Drops into the syllabus you already teach. 

Each SANJAY module maps to a unit that already exists in B.Tech, M.Tech, BCA/MCA and diploma 

cybersecurity programmes. Theory hours stay yours. SANJAY supplies the practical component, with 

evidence of completion for every student. 

COURSE UNIT HANDS-ON ACTIVITY IN SANJAY EVIDENCE FOR GRADING 

Network security & log 

analysis 

Log Management pipeline view; Event Search with a KQL-

style query language across firewall, DNS, proxy, EDR, 

identity and OT sources 

Range questions (auto-

graded) 

Intrusion detection & SIEM Work the Alert Queue: acknowledge, triage, escalate. Tune 

thresholds and windows on multiple correlation rules in 

Detection Studio; import Sigma rules 

Rule Health report; lab 

completion 

Incident response Open SOAR incidents, run response playbooks, walk the per-

attack kill chain, isolate hosts and block IOCs 

Playbook steps completed; 

MTTR 

Threat intelligence & 

hunting 

Pivot 88 curated IOCs on the world attack map; complete 9 

structured threat hunts 

Hunt findings; Range 

questions 

Adversary tactics (MITRE 

ATT&CK) 

Coverage matrix across tactics and techniques, updated live 

from the alerts students generate 

Coverage snapshot per 

cohort 

Capstone / team project Instructor-run live exercise: cohorts as SOC teams in private 

tenants, timed attack timeline, real-time scoreboard 

Printable after-action report 
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F O R  F A C U L T Y  

Run a class of sixty like a SOC shift. 

A faculty controller builds a live exercise: teams, an isolated estate per exercise and a timed attack 

timeline. Each team defends inside its own tenant on the same server while the instructor drives the 

drill, pauses for discussion, and watches the scoreboard update in real time. 

 

 
 

INSTRUCTOR CONTROL 

• Lifecycle with autosave and restore: pause, 

resume, restart, archive. Stop mid-drill to teach, 

then continue. 

• Attacks timed on a schedule or triggered by hand. 

21 scenarios from phishing and DDoS to APT, 

insider threat and OT/ICS. 

• Roles students sign in as L1, L2, L3, CISO or Board; 

faculty as Controller; department admin manages 

accounts and the estate. 

• Reporting printable after-action report: standings, 

timeline, per-team detection and response 

metrics. 

• Collaboration team war-room chat and shared 

investigation notes inside each tenant. 

• Bilingual UI English and Hindi, switchable per user. 

ASSESSMENT & PROGRESS 

• 750+ Range questions auto-graded across 

investigation, ATT&CK, cloud and AI security. New 

sets unlock weekly so question banks do not go 

stale between batches. 

• 20+ guided labs from Beginner to Expert, each 

completing from real console actions rather than a 

quiz. 

• 25+ challenges grouped by scenario, ready for 

hackathons, CTF days and inter-college 

competitions. 

• 5 learning paths sequenced tracks for a semester, 

an elective, or a short certificate course. 

• Competency matrix 13 skill areas scored Novice to 

Expert from each student's own work. 

• Certificates Ten tracks aligned to Security+, CySA+, 

BTL1, BTL2, GCIH and SIEM Analyst objectives. 

Timed exams, score report, printable certificate. 
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D E P L O Y M E N T  A N D  E N G A G E M E N T  

One server. One afternoon. The whole department. 

SANJAY ships as a single application with an optional Docker package. It has run for 50-user, 5-team cohorts on 

one cloud instance and for individual students on a laptop. Install once, then create as many students, teams 

and exercises as the course needs. 

DEPLOYMENT OPTION SUITED TO WHAT YOU NEED 

Single lab PC or laptop Self-paced study, faculty evaluation, 

small electives 

Python 3.11+ and Node 18+, or Docker. No 

internet after install. 

Department server (on campus) Full cohorts, multiple sections, live 

exercises, exams 

One mid-range server or VM running Docker. 

Optional TLS via the bundled reverse proxy. 

Hosted by Sanraksha Institutions that prefer not to operate 

infrastructure 

A browser. We host a private instance for 

your institution and manage updates. 

 
The attackable estate: enterprise tiers plus an OT/ICS network on the Purdue model. It can be re-drawn to mirror your own campus. 

DATA, PRIVACY & COMPLIANCE 

• All telemetry is synthetic. No real logs, no real personal 

data ever enters the platform. 

• Student data stays on campus when self-hosted. Nothing 

is sent to external AI or analytics services. 

• Offline by design. Works in air-gapped labs and during 

proctored exams. 

• Role-based access with audit logging of logins and 

administrative actions. 

ACADEMIC ENGAGEMENT MODEL 

• Institutional licence covering unlimited students and 

faculty on your instance. 

• Faculty onboarding workshop so instructors can run their 

first live exercise with confidence. 

• Curriculum pack with lab manual, grading rubrics and the 

suggested 16-week plan. 

• Custom estate and scenarios modelled on your network, 

your sector, or a partner industry's. 

• Competition support for hackathons, CTF events and 

inter-college SOC challenges. 

 

  



Sanraksha.SANJAY  ·  SOC · SIEM · SOAR Training Simulator  ·  Academic Edition  ·  https://sanraksha.ai  ·  
contact@sanraksha.ai 

 

 

 

 

 

 

BOOK A CAMPUS DEMO 

See SANJAY run a live drill with your own faculty. 

We set up a trial instance, walk your department through one scenario end to end, and map the 

platform to your syllabus. Universities, engineering colleges, polytechnics and training academies 

welcome. 

https://sanraksha.ai        contact@sanraksha.ai 

 


