Q SANRAKSHA.SANJAY | soC - SIEM - SOAR TRAINING SIMULATOR
FOR UNIVERSITIES, COLLEGES AND TRAINING INSTITUTES

)

Graduate SOC analysts, not just cybersecurity
graduates.

Sanraksha.SANJAY is a complete Security Operations Centre in a box, built for the classroom. Students
work a live SIEM alert queue, write correlation rules, run SOAR playbooks and defend an attackable
enterprise estate, on synthetic data, with no internet, no cloud accounts and no per-seat tool licences.
Faculty run whole cohorts through timed attack drills and grade from what students actually did.
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WHY INSTITUTIONS CHOOSE SANIJAY

Zero infrastructure burden Industry-real workflow Assessment built in

One lab PC or one department The alert queue, MITRE ATT&CK Range guestions grade
server. Runs fully offline, so it mapping, Sigma rule import, automatically. A 13-area
works in air-gapped labs, during playbook runner and threat-intel competency matrix fills in from
exams and in campuses with pivots follow the same workflow real actions, not self-reporting.
restricted internet. No cloud as the commercial SIEM and Ten certification tracks map to
subscriptions, no vendor SIEM SOAR consoles students will Security+, CySA+, BTL1/2 and
licences to renew every meet in their first job. Skills GCIH objectives, with timed
semester. transfer, not just concepts. exams and printable certificates.
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Q SANRAKSHA.SANJAY | soC - SIEM - SOAR TRAINING SIMULATOR
CURRICULUM INTEGRATION

)

Drops into the syllabus you already teach.

Each SANJAY module maps to a unit that already exists in B.Tech, M.Tech, BCA/MCA and diploma
cybersecurity programmes. Theory hours stay yours. SANJAY supplies the practical component, with
evidence of completion for every student.

COURSE UNIT HANDS-ON ACTIVITY IN SANJAY EVIDENCE FOR GRADING

Network security & log Log Management pipeline view; Event Search with a KQL- Range  questions (auto-
analysis style query language across firewall, DNS, proxy, EDR, graded)
identity and OT sources

Intrusion detection & SIEM ~ Work the Alert Queue: acknowledge, triage, escalate. Tune Rule Health report; lab
thresholds and windows on multiple correlation rules in completion
Detection Studio; import Sigma rules

Incident response Open SOAR incidents, run response playbooks, walk the per- Playbook steps completed;
attack kill chain, isolate hosts and block 10Cs MTTR

Threat intelligence & Pivot 88 curated I0Cs on the world attack map; complete 9 Hunt findings; Range

hunting structured threat hunts guestions

Adversary tactics (MITRE Coverage matrix across tactics and techniques, updated live Coverage snapshot per
ATT&CK) from the alerts students generate cohort

Capstone / team project Instructor-run live exercise: cohorts as SOC teams in private Printable after-action report
tenants, timed attack timeline, real-time scoreboard

SIEM - Alert Queue

B Severity Rule MITRE Tactic Assets Time Status  Assign

Perimeter Probe _ ) BT o = _ s: fu-corp-01.hq.safenet.in ids-81.hq.safenet.in
(Low Volume) st now S

7s: 198.51.168.188

Low-volume perimeter probing from 198.51.100.180 [Kenyal: 8 scan/probe events in 300s -
below the recon-alert threshold (RO16) but worth noting as early reconnaissance.
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SANRAKSHA.SANJAY | soc -

FOR FACULTY

L)

SIEM -

SOAR TRAINING SIMULATOR

Run a class of sixty like a SOC shift.

A faculty controller builds a live exercise: teams, an isolated estate per exercise and a timed attack

timeline. Each team defends inside its own tenant on the same server while the instructor drives the

drill, pauses for discussion, and watches the scoreboard update in real time.

Adversary Emulation

Adversary Emulation vatidated:

Golden Ticket MFA fatigue

Shadow-copy deletion SQL injection

Removable media
le-media

INSTRUCTOR CONTROL

Sanraksha.SANJAY

Lifecycle with autosave and restore:
resume, restart, archive. Stop mid-drill to teach,

then continue.

pause,

Attacks timed on a schedule or triggered by hand.
21 scenarios from phishing and DDoS to APT,
insider threat and OT/ICS.

Roles students sign in as L1, L2, L3, CISO or Board;
faculty as Controller; department admin manages
accounts and the estate.

Reporting printable after-action report: standings,
timeline, response
metrics.

per-team detection and
Collaboration team war-room chat and shared
investigation notes inside each tenant.

Bilingual Ul English and Hindi, switchable per user.

SOC - SIEM -

LOLBIn abuse

Container crypto-mining

ASSESSMENT & PROGRESS

SOAR Training Simulator

750+ Range questions auto-graded
investigation, ATT&CK, cloud and Al security. New
sets unlock weekly so question banks do not go
stale between batches.

20+ guided labs from Beginner to Expert, each
completing from real console actions rather than a
quiz.

25+ challenges grouped by scenario, ready for
hackathons, CTF days and inter-college
competitions.

5 learning paths sequenced tracks for a semester,
an elective, or a short certificate course.

across

Competency matrix 13 skill areas scored Novice to
Expert from each student's own work.

Certificates Ten tracks aligned to Security+, CySA+,
BTL1, BTL2, GCIH and SIEM Analyst objectives.
Timed exams, score report, printable certificate.

Academic Edition https://sanraksha.ai
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Detection Studio

Detection Studio

Write a correlation rule Backtest results

© 671 of 50,000 events matched - 0 groups would fire
src_ip peak/window verdict last seen
RULE NAME 198.51.106.120 4 38n ago
198.51.168.33 7 30m ago
198.51.100.77 t 31n ago
203.8.113.21 4 29m ago

Port scan (firewall denies)

rule wln o 198.51.168.44 1 : 30m ago

192.0.2.218 4 30m ago

192.0.2.160 4 30m ago

263.0.113.138 7 30m ago

198.51.166.130 4 29m ago

263.0.113.45 9 29m ago

RE g 263.8.113.7 36m ago

default 263.0.113.170 4 v 31m ago

192.0.2.66 1 5 31n ago

TRE TAC 192.0.2.148 7 30m ago
 unmeppes - 198.51.166.18 5 o 31n ago
263.0.113.80 30m ago

263.0.113.199 L 30m ago

203.6.113.110 9 tl 30m ago
EVENT FILTERS (AND)
URCE T OT ON ANY EN

FIREWALL 203.8.113.21 C

203.8.113.45 C
EVENT TYPE COl

CONN_DENY 198.51.108.188

SOAR - Incident Management

MEDIUM Wi-Fi Authentication Failure Burst - MEDIUM INVESTIGATING v

Assigned: Unassigned Open

HMEDIUM | Wi-Fi Authentication Failure Burst - MEDIUM g st
Sanraksha Wireless Threat Re: Playbook
AMATTING_ANALYST Kill C! T A Evidence

Locate the rogue device / attack source
ta from

HEDIUM | Rogue Wireless Access Point - MEDIUM

Sanraksha Wireless Threat nse Playbook o ¢ L . hin ~gn - ap
NV 2 ing - usin . sting SSI

AWATTING_ANALYST
6:16:11 UTC, gest signal -245 dBm at sensor ap-2e-04

Contain the rogue SSID over the air  ANALYST
Enable WLAN-controller ainment (targeted deauth of the rogue BSSID s managed APs

Service Account Interactive Login - MEDIUM
a i er T at & int Compromise Pl
AT ¢ i Execute containment. Notes: (none

ANALYST: Physical sweep decision ANALYST

Di ies/secu d re

Rotate credentials for exposed clients ANALYST

credential rotation / certificate re-issue for account

Simulator Controls > d A =N

7.62/s 5.88/s 2.98/s 1.57/s 8.33/s 8.32/s

Scenario

ATTACK_IN_PROGRESS Intermediate RANSOMWARE Advanced

Active credential attack - brute force to lateral mov t Ransomware outbreak with active C2 communications.

NORMAL

Routine operatians - baseline monitoring.
s REA1 RBA? RAB4 ROL6 RAS fires: RBAS RABS ROBS RE1S RO3H RA3L

INSIDER_THREAT Advanced DDOS  Intermediate
der - da exfiltr and-slow advanced persi at - 3-day campaign Volumetric denia

Ro67 Ro11 RET2 ROZ1 ROSS RAST 14 S —— frs: RO14 ROGS
WEB_ATTACK  intermeciite PHISHING SUPPLY_CHAIN
et a2

CREDENTIAL_STUFFING intermediate LATERAL_MOVEMENT Advanced
Reused-credential oss many nts from on R admin tooling (PSExec/W 5pping host & Large outbour RO

RBE3 Reas

DNS_TUNNELING Advanced PRIVILEGE_ESCALATION Advanced OT_ATTACK

ert channel via long-label / rotati in DNS queries (R013) Re: persistence and SYSTEM-lev tion (RO0Y). Unauthorized Modbus commands to ICS,

s: RA19 RB42

CICD_COMPROMISE
entity attack: MF4 u h-bom A n E y-ch compromise: p
ble-travel sign-in, n 0 yle) (R027).
s: RB22 R34 os: RE2S RE24 RAZ5 RA26 RA4
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(i SANRAKSHA.SANJAY | soC - SIEM - SOAR TRAINING SIMULATOR
\, DEPLOYMENT AND ENGAGEMENT

One server. One afternoon. The whole department.

SANIJAY ships as a single application with an optional Docker package. It has run for 50-user, 5-team cohorts on
one cloud instance and for individual students on a laptop. Install once, then create as many students, teams
and exercises as the course needs.

DEPLOYMENT OPTION SUITED TO WHAT YOU NEED
Single lab PC or laptop Self-paced study, faculty evaluation, Python 3.11+ and Node 18+, or Docker. No
small electives internet after install.

Department server (on campus) Full cohorts, multiple sections, live One mid-range server or VM running Docker.

exercises, exams Optional TLS via the bundled reverse proxy.
Hosted by Sanraksha Institutions that prefer not to operate A browser. We host a private instance for
infrastructure your institution and manage updates.

Network Topology @ View as: Ad ~| | NORMAL | 20/s

Network Topology - safenet.in host ijc?rp-DT_-hq-safgngl.!n

INTERNET | o Public Internet

fw-corp-81 oy fw-dmz-81
6.0 ~ 172.16.8.1

o dns-81 . Proxy-pl . ids- -, mail-gu
+ 16.8.1.53 ¥ 18.8.1.50 18 2.28 = 19.8.1.48

are: Cisco ASA 9.18 Last polic e: 17 days age
[ auth-srv-81 . file-srv-e1 o linux-app-81 —, K8s-node-81 H active / standby-r
6.8 28 = 1e.8 38 € 18.68.1.78 € 18.8.1.71

o dc-82 — app-srv-89 # atio Service Purpose
= 18.0.1.11 - S 10.0.1.1089
web egress via proxy-

81

OUTSIDE - DHZ:web- published web
srv-81 top/as3 application

INSTDE > OUTSTDE  top/88, 443
£, Sw-dist-83  rtr-core-81 o sw-dist-81 . rtr-core-83
18.8.3.3 18 8.201 ® 18.8.3.1 - il 8.283

INSIDE + dns-81 udp/53 ::{:”’ﬂ resolver
vpn-gw-81 » INSIDE tep/ass SSL-VPN user traffic
INSIDE - OUTSIDE  tcp/23,445,3389 block risky egress

default deny
"OUTSIDE_IN"

. ap-dept-61
8.3.13 OUTSIDE - any any

ENDPOINTS (41)  © sllzlslslglclalalls ol lc = E T EEAE Management via SSHvZ + AGL only -
Logging to SIEM - 5
nob-and-22 N| Anti-spoofing (URPF) -
18.30.1.22 J 18.38.1.4 - A Y o1e.38.1.6 16.38.1.15 18 Rule review < 90 days - las
nob-82 ~ ipcam-lobby-81
16.38 g 7 18.48.1.31

printer-hg-
16.308.1.2 & L 10.48.1.2

1: 19,640 events -

The attackable estate: enterprise tiers plus an OT/ICS network on the Purdue model. It can be re-drawn to mirror your own campus.

DATA, PRIVACY & COMPLIANCE ACADEMIC ENGAGEMENT MODEL

o All telemetry is synthetic. No real logs, no real personal e Institutional licence covering unlimited students and
data ever enters the platform. faculty on your instance.

e Student data stays on campus when self-hosted. Nothing e  Faculty onboarding workshop so instructors can run their
is sent to external Al or analytics services. first live exercise with confidence.

o  Offline by design. Works in air-gapped labs and during e  Curriculum pack with lab manual, grading rubrics and the
proctored exams. suggested 16-week plan.

e Role-based access with audit logging of logins and e Custom estate and scenarios modelled on your network,
administrative actions. your sector, or a partner industry's.

e  Competition support for hackathons, CTF events and
inter-college SOC challenges.
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Operational Dashboard

Attack Chain Coverage

Alert Trend - Last 60 Minutes (stacked ever Alerts by Severity

TO ACKING IPS Live Event Stream
® 10.56.0.1
xe 198.51.100.180

Gs 198.51.160.120
In 283.9.113.7 12 15:46:16 AUTH LOGIN_SUCCESS 1

HTTP_REQUEST 10.2

TL EMAIL_DELIVERED
HTTP_REQUEST
HTTP_REQUEST
rp-081.hg.safenet.in 185 IRENALL  CONN_ALLOW 16.10

ot-fw-81.ot.safenet.in 61 0 HTTP_REQUEST

H LOGIN_SUCCESS 10.10.2.15

BOOK A CAMPUS DEMO
See SANJAY run a live drill with your own faculty.

We set up a trial instance, walk your department through one scenario end to end, and map the

platform to your syllabus. Universities, engineering colleges, polytechnics and training academies
welcome.

https://sanraksha.ai contact@sanraksha.ai
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